HQ-SRV

Если имя хоста стоит отличное от hq-srv, то ввести следующую команду:
hostnamectl hostname hq-srv.au-team.irpo; exec bash

Переместимся в директорию с настройками сетевых интерфейсов:
cd /etc/net/ifaces
Просмотрим содержимое этой директории:
ls
[image: ]
Скопируем директорию с настройками интерфейса enp0s3 как enp0s8
cp -r enp0s3 enp0s8
cd enp0s8
nano options
Приводим содержимое файла к следующему виду:
[image: ]
Для сохранения изменений нажимаем Ctrl+X, далее нажимаем y
cd enp0s8
Присвоим адрес ip-адрес сетевому интерфейсу
echo “192.168.100.1/28” >> ipv4address
echo nameserver 8.8.8.8 > /etc/resolv.conf
Перезагрузим сетевую службу
systemctl restart network

настроим службу iptables
nano /etc/net/sysctl.conf
В этом файле изменяем следующую строку: 
net.ipv4.ip_forward = 1
[image: ]
Сохраняем изменения и выходим из редактора
Впишем следующую команду в терминал
sysctl -w net.ipv4.ip_forward=1
 Добавим правила iptables 
apt-get update && apt-get install -y iptables  
iptables -A POSTROUTING -t nat -s 192.168.100.0/28 -o enp0s3 -j MASQUERADE
iptables -t nat -L
iptables-save > /etc/sysconfig/iptables
systemctl enable --now iptables.service  

HQ-CLI
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GNU nano 8.8
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DISABLED=no
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IPu4 packet foruarding.

This variable is special, its change resets all configuration
paraneters to their default state (RFC 1122 for hosts, RFC 1812 for

routers).
et.ipud.ip_foruard = 1
Source validation by reversed path, as specified in RFC 1812.

Reconmended option for single homed hosts and stub metuork routers.
Could cause troubles for complicated (not loop free) netuorks
rumning a slow unreliable protocol (sort of RIP), or using static

routes.
et.ipud.conf.default.rp_filter = 1

If set to true, then the kernel will ignore ICHP ECHO requests sent
to broadcast/multicast addresses, preventing the use of your system
for “smurf” attacks.

et. ipu4. icnp_echo_ignore_broadcasts = 1
TCP SYN cookies: http:i//cr.uyp.tossyncookies.htnl

If set to true and the kernel was compiled with CONFIG_SYN_COOKIES,
it will send out SYN cookies when the SYN backlog queue of a socket
overflous, defeating SYN flood attacks. Note that SYN cookies make
it possible (although hopefully impractical) to bypass certain
packet filter setups which disallou incoming packets based on the
SYN flag. This is because with SYN cookies the attacker no longer
strictly needs to send the initial SYN, but rather may guess a valid

SYN cookie.

et. ipu.tep_syncookies = 1
TCP timestamps, as specified in RFC 1323.

The primary purpose of TCP timestanps is to allow for more accurate
measurenent of round-trip time, which in turn helps improve TCP
perfornance over large bandwidthxdelay product paths. Other TCP
extensions also ained at_improving transfer rate include scaled windous
(also specified in RFC 1323) and selective acknouledgnents (RFC 2018).
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